Quick installation and operation guide

Initial setup of the Berner Secure Mobile App and Berner-Box for network
administrators
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1  Set up the Berner-Box on your own LAN network and configure the
operation of a garage door drive with the ,,Pulse” function, as described
in the example. Transmit the code from an existing transmitter.

Connect the Berner-Box to the
router using a patch cable.

Connect the Berner Box to the
mains adapter and plug in the
mains adapter.

Wait until the sequence of flashes
of the LEDs has finished. Once the
red LED goes out and the green LED
lights up, the boot process is
complete and a network
connection is established.
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q

Google Play

Download and install the
Berner Secure Mobile App.

Bemer
2cure.

Open the Berner Secure
Mobile App.

Read and agree to the data
protection declaration.
Read and agree to the
warning notices.

PO T Ll sl 1512

Locations

CREATE NEW LOCATION
Please choose one of the options below in order to
create your Berner-Box in the app.

C SCAW CODE ON BOX
Q' SEARCH FOR BOX IN THE NETWORK

888 MANUALLY INSTALL BERNER-BOX

1)

The location window opens
-> use one of the three
available options to create
a new location.

The example describes the
"SCAN QR CODE FROM
BOX".

Hostname:
12345678 berner-box.de
MAC-Adresse:
ab:12:cd:34.e1.56

The integrated QR code
scanner opens. Scan the QR
code from the label on the
bottom of the housing.
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Locations NEXT

NT

Locations

NEW LOCATION

HOSTNAME

NEW NAME (@%

3cc7badd.berner-box.c

Enter the name for the

location (Berner Box), e.g.

"Home".

If the location screen is
displayed with ?, update
the IP address. Otherwise,
continue with item 9.

N

Locations

Drag the button of the
desired location by swiping
it to the left and select
“Edit”.

8.3

Locations

EDIT LOCATION

HOSTNAME 3cc7badd.berner-box.c

NEW NAME Home

(Y (172 %a 219)

Select “Update IP”.

Ny

Locations

2 HOME @%

io

=]
CANCEL

LOGIN TO THE BOX

USER @%
PASSWORD @%

The location screen is
displayed. Select a location
(Berner-Box).

Enter user name "admin"
and password "0000"
(access details for initial
login).
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10

.l e5% M 14:59

PRADY

SET NEW PASSWORD

PASSWORD

REPEAT @%

Password security |

Enter a new password and
repeat.

CREATE NEW DEVICE

Select a device type that you would like to operate
the app with. In order to access all functions, the
type selected must match up with the device being
used.

[E=| HORIZONTAL GARAGE Dook@%
[l VERTICAL GARAGE DOOR
1-WING SWING GATE

2-WING SWING GATE

PNUT sl 1517
Home NEXT

NEW DEVICE

DEVICE TYPE Horizontal garage dool

NAME (@%

ADD TO FAVOURITES

Select the device type.

Enter the name for the
device, e.g. Garage.

CREATE FUNCTIONS

SELECT FUNCTIONS

IMPUL%

OPEN
CLOSE

PARTIAL OPENING

Select the function that is
already assigned to the hand
transmitter button.

14

Door 1

CREATE FUNCTIONS Transmit >

You can transmit functions or teachin new

Warning

The box s in programming mode.
Please now operate the remote
control, once you have clicked "OK".

CANCEL  OK

OPEN

CLOSE

PARTIAL OPENING

A notice opens. Confirm
with "OK".

20 O

RD GN vV

When the red LED flashes,
press the button for
approx. 2-3 secs on the
handheld transmitter you
wish to transfer. The red
LED goes out.
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Door 1

CREATE FUNCTIONS

SELECT FUNCTIONS

IMPULSE VA
OPEN
CLOSE

PARTIAL OPENING

The "Pulse" function has
been created. This is
displayed by the "v" behind
the function. Confirm with
"FINISH".

DOOR 1
T8
. L B B

The device overview is
displayed. To test the
function, select the device.

Warning

Use only in combination with
Photocells.

0K

The note window opens,
confirm with “OK“.
Operation without light
barrier is not permitted!

T el 1421

At home

The user interface is
displayed. Transmit the
commend by pressing the
pulse button.
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2  Set up the Berner-Box on your own WLAN network.
The prerequisite here is that the Berner Box must already be set up for operation on
your own LAN network (see Chapter 1).

Meni

Open the Berner Secure
Mobile App. Read and agree
to the warning notices.

2

2 HOME

®

T Mol 1421
& At home -+

The location screen is
displayed. Select a location
(Berner-Box).

The device overview is
displayed. Select
“Settings”.

q

PROGRAMMED CHANNELS

WI-FI SET-UP

MANAGE USERS

CHANGE USER PASSWORD

ADD USER LICENCES

—> REGISTERED USER LOGOUT

Select “Set up WLAN".

5

E® T .l oW 1511
CANCEL READY

WLAN CURRENTLY SET UP

SET UP NEW WLAN

@—E‘)

T .l 63x W 15112
READY

SET UP NEW WLAN

NETWORK NAME

PASSWORD

2 SEARCH FOR WI-FI NETWORKS@%

Select “+ Set up new
WLAN”,

Select "Search for WLAN
Networks". Alternatively
enter the network name
and the password
manually.
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Tl e%M 15712 o T .l e3xW 1512
CANCEL Home READY CANCI Home
= WLBT2 @% SET UP NEW WLAN SET UP NEW WLAN
= wieT NETWORK NAME WLBT2 .
Warning
PASSWORD @
When configuring new WLAN
settings, the box needs to be
= restarted and will be unavailable for

“= SEARCH FOR WI-FI NETWORKS
approx. one minute. Are you sure

you want to configure new

settings?
CANCEL @
Select the desired WLAN Enter the password and Press "OK". The Berner Box
network confirm with "FINISH". performs a restart.

RD GN

During the restart (red LED static, green flashing), disconnect the patch cable. Wait until
the sequence of flashes of the LEDs has finished. Once the red LED goes out and the green
LED lights up, the boot process is complete and a network connection is established.
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87)

The location screen is
displayed. Select a location
(Berner-Box).

‘@

If the location screen is
displayed with ?, update
the IP address. Otherwise,
continue with item 12.

11.2

ny

Locations

Drag the button of the
desired location by swiping
it to the left and select
“Edit”.

113

T .l esxW 14:58

Locations READY

114

NT

Locations

12

EDIT LOCATION

HOSTNAME 3cc7badd.berner-box.c

NEW NAME Home

Y (172@219)

Select “Update IP”.

The location screen is
displayed. Select a location
(Berner-Box).

- DOOR 1 >
09/05/2016 4:01 PM

Warning

Use only in combination with
Photocells.

oK

w0 L O @

Fovorien __Locilons __Devees __ Scenarios __ Setings.

The note window opens,
confirm with “OK“.
Operation without light
barrier is not permitted!

10
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Tl el 11:42

+

= DOOR 1
==l closed

@

The device overview is
displayed. To test the
function, select the device.

The user interface is
displayed. Transmit the
commend by pressing the
pulse button.

11
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3  Set up the Berner-Box for operation via the Internet.
The prerequisite here is that the Berner Box must already be set up for operation on
your own LAN network (see Chapter 1) or WLAN network (see Chapter 2).

B LBeR Open the Berner-Box portal
TORANTRIZSE www.berner-box.de.
-BOX PORTAL Select “Register” and enter your data.
NOT REGISTERED YET?
2
7
Ey. Enter your access data, the overview
LyBER :
TORANTRIEBE page of the Berner-Box portal is
e e displayed. Select “Locations”.
BERNER-BOX PORTAL

L,BERN

TORANTRIEBE

comaros | rssmonon | camer |

BERNER-BOX NEW LOCATION

«
2

st e
[EwT—, €

NAME

@

MAG-Adresse.
b7:f1:e1:52 feb1

G Hostname
% 385c17c berner-box de

Enter the host name (that you can
find on the device label on the
bottom of the Berner-Box) and the
individual name (Berner-Box) for the
location. Select “Save”.

12
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- e b%gﬁmzas

ADMINISTRATION DOWNLOADS REGISTRATION conTACT

BERNER-BOX LOCATION

e E3EE
ey g
Home ) E

uicenses

The location screen opens after you
have successfully registered your
Berner-Box. The location data can be
optionally sent to a user via e-mail.
Select “Save”.

- engin
L,BER

ADMINISTRATION DOWNLOADS REGISTRATION coNTACT

BERNER-BOX ADMINISTRATION

The Bernr-Bor i pre- nth

NAME ¢ HC123SE7Bbemerboxde  STATUS:  LICENSES ¢

Home Scc7badd. 4o onloe s o

The administration page opens. Select
“Users”.

W e
LBER
TORANTRIEBE

sonmusrarow | oowonos | ssssamon | comer |

BERNER-BOX ADMINISTRATION

> LocaTIoNs
useR

NAME S LOCATIONS ¢ STATUS +
PROTOCG

Select ,+ Add user”.

13
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7

B - b?’ogﬁmm

onsmarn | oomoes | mzsmnor | comer ]

BERNER-BOX NEW USER

To activate the Bermer-Box outideofthe WLAN network,the ser must be created here. For thi, e

e

PASSWORD

€

naw

St =

Enter the name and password for the
new user.

Select the location that the user may
access via the Internet. Select “Save”.

8 " The user page opens after the
b%‘?ﬂ!\!m successful registration.

Bl s e ] You can enter the e-mail address of
BERNER-BOX USER the user and send him the access data
(user ID and password) by pressing
the “Send” button.
Optionally, note the access data or
- print them out in your browser.
o Select “Save”.

2

9 O l_':%ﬁﬂ'}!m The administration page opens. Select

EETT———— )

BERNER-BOX ADMINISTRATION

The ger

NAME ¢ LOCATIONS & sTaTUS ¢

Export Home. A

“Logout” and close the browser.

14
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Open the Berner Secure
Mobile App. Read and
agree to the warning
notices.

N
Locations
2 HOME LANGUAGE
INTERNET SHARING @
START SCREEN
VERSION
LocaL P
N RESET APP
S > =
The location screen is Select “Internet Sharing”.

displayed. Select “More”.

INTERNET SHARING @ OFF

S 000

Activate “Internet Sharing“.

14

YOUR BERNER-BOX INTERNET ACCESS

Dear Bemer secure mobile app user,

‘The Berner-Box portal has sent you the data for Intemet access.

USER ID:
. e

You can now enter the QR code or tne access details in the Bemer secure mobile app. To do this, proceed as
follows:

PASSWORD:
i

1. Open the Bemer If you have not the app, click on this link Rtip: i berme -
torantriebe.defsecure-mobile-appidowniosd
and load the appropriate app for your operafing system.

2. Select "More® n the app menu.

3. Move the Intemet access siider from “Off 10 “Active”.
4. You can now enter the user data manually or via QR sean.

Enter the access data (user ID and password) that was
generated when the user was created in the Berner-Box
portal and keep it readily available for the next step.

15
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g T .l e2%M 15116
& More READY
INTERNET SHARING
USERID
D)
PASSWORD

G SCAN QR-CODE (@%

Enter the access data (user
ID and password) that was
generated when the user
was created in the Berner-
Box portal or scan the QR
code.

T .l s2xW 1518

INTERNET SHARING

RID 68XV-AM6R-B8VM-Q3L

PASSWORD

[O7 SCAN QR-CODE

LANGUAGE

INTERNET SHARING

START SCREEN

VERSION

LOCAL IP

RESET APP.

. 000

Select “Done”.

The overview page “More”
is displayed.

Locations

N

Locations

LANGUAGE

INTERNET SHARING

START SCREEN

VERSION

LOCAL IP

RESET APP.

Select “Locations”.

2 HOME

{®

il Hove

{®

The location screen is
displayed, the operation via
the Internet is set up.

When using a connection
via the Internet, the
location screen is displayed
with the Internet symbol.

16
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4  Set up additional users

4.1 Notes

The creation of users

Only the administrator can create users.

If the Berner Box will only be operated on the network, the user must be created via
the user management section in the app. If the Berner Box will be operated on the
network and via the internet, one user must be created via the user management
section in the app and one user in the portal. Both sets of access details will be
required.

User created with the user management section of the app (network administrator):
The network administrator specifies which devices can be controlled by the respective
user. The access details (user name, password, number of devices) are stored in
memory on the Berner Box itself. The assigned user name and password must be
entered during initial setup of the location.

This user always has to be created.

User created in the portal by the network administrator:

The network administrator specifies which locations can be controlled by the
respective user via the internet. The access details (name and password) are entered
online. A user ID is generated for the new users automatically. The assigned user ID
and the password must be entered in the app when authorising online use.

This user must be created in addition to the app user if the location is also to be
accessed via the internet.

17
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4.2

Set up additional users to operate the Berner-Box on your own network

The prerequisite here is that the Berner Box must already be set up for operation on
your own LAN network (see Chapter 1) or WLAN network (see Chapter 2).

Open the Berner Secure
Mobile App. Read and agree
to the warning notices.

2

Locations

2 HOME

3

Tl eaxB 17:40

Home -+

M DOOR 1
open

The location screen is
displayed. Select a location
(Berner-Box).

The device overview is

displayed. Select
“Settings”.

4

PROGRAMMED CHANNELS
WI-FI SETUP

MANAGE USERS (C:%
CHANGE USER PASSWORD

ADD USER LICENCES

—> REGISTERED USER LOGOUT

Select “Manage users”.

T .l e2xM 1518

MANAGE USERS

ADMIN

CREATE NEW USER

&

PASSWORD

1 END DEVICE

Select “New user+”.

Assign an user name and a
password. Select the number
of devices (smartphone/tablet)
for the user.

18




ENGLISH

T .l 2%M 1519
NEXT

[P
CANCEL Export

CREATE NEW USER

USER Export

PASSWORD ~ eenee

1 END DEVICE -+

Select “Next”.

ACCESS RIGHTS

All

Door 1 (C:%

T .l 22M 1519
Export NEXT
ACCESS RIGHTS
Al V4
Door 1 v

Assign the access rights
(which devices can be
controlled)

Select “Next”.

10

Tl %0 1519

Home 'u‘;ADV

SEND ACCESS DATA

HOSTNAME 3cc7bagd berner-box.c
USER Export

PASSWORD Berner

EMAIL (C:%
~ smtugsss DATA

Transmit the access data by
e-mail to the user (enter e-
mail address) or note them
and select “Done”.

T .l 52:W 15220

MANAGE USERS

ADMIN

EXPORT

The access for the new user
is set up.

19
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4.3 Set up the application of the new user to operate on your own network

Prerequisites:

e The Berner-Box must already be set up for operation on your own LAN network
(see Chapter 1) or WLAN network (see Chapter 2).

e  The smartphone/tablet of the new user is in your network.

e The user is set up to operate the Berner-Box on the network (see Chapter 4.2).

Download and install the
Berner Secure Mobile App.

2

Bermer
2cure.

‘EMail  Chrome

Open the Berner Secure
Mobile App. Read and
agree to the data
protection declaration.
Read and agree to the
warning notices.

3

PG T Ll saxl 15712

Locations

CREATE NEW LOCATION
Please choose one of the options below in order to
create your Berner-Box in the app.

G7 SCAN QR CODE ON BOX

Q SEAR&R BOX IN THE NETWORK

888 MANUALLY INSTALL BERNER-BOX

i®

The location window opens
-> use one of the three
available options to create
a new location. The
example describes the
"SCAN QR CODE FROM
BOX".

20
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q

YOUR BERNER-BOX ACCESS DETAILS

Dear Bemer secure mobile app user,

‘Your personal registration data for the Bemer secure mobile app have been made available.

HOST NAME:
E H E
.
USER NAME:

E
You can now enter ihe QR code ar the access details in the Bemer secure mobile apg. To do this, proceed as
Tollows

PASSWORD
s

1. Openthe app. I you have
torantriebe delsec ure-mobile-appidownioad

ang load the appropriate app for your operating system

app, click on this link hitp/

2. Select “Locations” in the app menu.

3. Ifyou have not yet set  location, you ¢an ehoose between manually entering the lozation data gf scanning the QR code. If you have already set
locations, select the plus sign (+) in the top right corner and then the input source.

4. Now, give the lacation & unique name and click on “Continue” to finalise the configuration.

5. Thereafter, enter your user name and password. You can change the password at a later stage, just select “Change User
Password” under “Setlings”-

6. Done! You have now successfully logged into the app.

The integrated QR code
scanner opens. Scan the QR
code from the access data
you received by e-email or
from the label on the
bottom of the housing.

T Ll sl 1512 =]
Locations NEXT
NEW LOCATION ? HOME _ @
HOSTNAME 3ce7bagd bemer-box.c f
NEW NAME (@%
&

Enter the name for the
location (Berner Box), e.g.
"Home".

If the location screen is
displayed with ?, update the
IP address. Otherwise,
continue with item 6.

T sl 1516
Locations

Drag the button of the
desired location by swiping
it to the left and select
“Edit”.

21
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5.3

7 .l 85% W 14:58

Locations READY

EDIT LOCATION

HOSTNAME 3cc7badd.berner-box.c

NEW NAME Home

Y (172@219)

Select “Update IP”.

87)

NG T Ll s4%l 1513

Home MEXT

LOGIN TO THE BOX

USER @%

PASSWORD

The location screen is
displayed. Select a location
(Berner-Box).

Enter user name and password
(see access data you received
from the administrator). The
password can be changed
under “Settings”, “Change user
password”.

Tl eaxB 17:40

Home -+

@)

M DOOR 1
open

The device overview is
displayed. To test the
function, select the device.

L T .l e4x W 11:40

=
< Home

DOOR 1

The user interface is
displayed. Transmit the
commend by pressing the
pulse button.

The application of the new
user is set up. The Berner-
Box can be operated on
the own network.

22
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4.4 Set up additional users to operate the Berner-Box via the Internet.

Prerequisites:

e The Berner-Box must already be set up for operation on your own LAN network
(see Chapter 1) or WLAN network (see Chapter 2).
e  The Berner-Box must be registered in the portal and set up to operate via the

Internet (see Chapter 3).

e L;BERN

TORANTRIEBE

nsrunon | —oonioos | —sessmaron | —comer

BERNER-BOX ADMINISTRATION

ST

1
5 L BERN Open the Berner-Box portal
TOTNIHIESE www.berner-box.de.
BERNER-BOX PORTAL Enter the access data saved during
the registration and "LOG IN".
2
Fy— L BE The overview page of the Berner-Box
TORRTHEE portal is displayed. Select “User”.
[ ovavemanon | oomores | reommunor | comer—|
BERNER-BOX PORTAL
. @
?
3

The administration page opens. Select
“Add user”.

23
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q

B - b?’ogﬁmm

onsmarn | oomoes | mzsmnor | comer ]

BERNER-BOX NEW USER

To activate the Bermer-Box outsid ofthe WLAN netwrk,the user must be

&)

naw

ACCESS INSTANCES
N

Enter the name and password for the
new user.

Select the location that the user may
access via the Internet. Select “Save”.

5

somsTaTon | oowwosos | necismanon | conmcr |

BERNER-BOX USER

You have successflly created the s

user 1D

NavE
Bt

PASSWORD
Bemer

stATUS

access
@) Home

The user page opens after the
successful registration.

You can enter the e-mail address of
the user and send him the access data
(user ID and password) by pressing
the “Send” button.

Optionally, note the access data or
print them out in your browser.
Select “Save”.

r—TTT————

BERNER-BOX ADMINISTRATION

The ger

NAME ¢ LOCATIONS & sTaTUS ¢

Export Home. A

The administration page opens. Select
“Logout” and close the browser.

24
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4.5 Set up the application of the new user to operate via the Internet.

Prerequisites:

e The Berner-Box must already be set up for operation on your own LAN network
(see Chapter 1) or WLAN network (see Chapter 2).
e  The Berner-Box must be registered in the portal and set up to operate via the

Internet (see Chapter 3).

e  The smartphone/tablet of the new user has Internet access or is in your network.
e The user is set up to operate the Berner-Box on the network (see Chapter 4.2).

L

Download and install the
Berner Secure Mobile App.

2

Bermer
2cure.

-Mail  Chrome  Menii

Open the Berner Secure
Mobile App. Read and
agree to the data
protection declaration.
Read and agree to the
warning notices.

3

N

Locations

CREATE NEW LOCATION
Please choose one of the options below in order to
create your Berner-Box in the app.

G7 SCAN QR CODE ON BOX

Q SEAR@R BOX IN THE NETWORK

888 MANUALLY INSTALL BERNER-BOX

The location window opens
-> use one of the three
available options to create
a new location. The
example describes the
“SCAN QR CODE FROM
BOX”.

25
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q

YOUR BERNER-BOX ACCESS DETAILS

Dear Bemer secure mobile app user,

‘Your personal registration data for the Bemer secure mobile app have been made available.

HOST NAME:
E H E
H

USER NAME:
E

PASSWORD
s

You can now enter ihe QR code ar the access details in the Bemer secure mobile apg. To do this, proceed as

Tollows

1. Openthe
torantriebe delsec ure-mobile-appidownioad

ang load the appropriate app for your operating system

app. I you have

Select“Locations” in the app menu.

app, click on this link ftp

If you have not yet set a location, you can thoose between manually entering the lozation data gf scanning the QR code. If you have already set

locations, select the plus sign (+) in the top right corner and then the input source.

4. Now, give the lacation & unique name and click on “Continue” to finalise the configuration.

5. Thereafter, enter your user name and password. You can change the password at a later stage, just select “Change User

Password” under “Setlings”-

6. Done! You have now successfully logged into the app.

The integrated QR code
scanner opens. Scan the QR
code from the access data
you received by e-email or
from the label on the
bottom of the housing.

=] BT Ll eaxW 1512

CANCEL Locations NEXT

NEW LOCATION

HOSTNAME 3cc7bagd.berner-box.c

(@j:e‘b

NEW NAME

Enter the name for the
location (Berner-Box), e.g.
“Home”.

6

=] Y

s3%M 1516

cations

? HOME

e

The location screen is
displayed. Select “More”.

B
]

More

LANGUAGE

INTERNET SHARING

START SCREEN

VERSION

LOCAL IP

RESET APP.

Select “Internet Sharing”.

26
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INTERNET SHARING @ OFF

Activate “Internet Sharing”.

9

YOUR BERNER-BOX INTERNET ACCESS

L,BERN

TORANTRIEBE

Dear Bemer seture mobile app user,

‘The Berner-Box portal has sent you the data for Intemet access

USER ID:
. e
.

PASSWORD:
e

You can now enter the QR code or the access Getails in the Bemer secure mobile app. To do this, proceed as
follows:

1. Openthe app, click on berner-
torantriebe deisecure-mobile-appidownioad
g load the appropriate app for your operating system.

2. Select “More® in the app menu.

3. Move the Intemet access Siider from “OfF 1o *Active”
4. You can now enter the user data manuslly or via QR sean.

Keep the access data (user ID and password) that you
received from the administrator readily available for the
next step.

10

8%l 1516

READY

INTERNET SHARING

PASSWORD

G SCAN QR-CODE (@%

Enter the access data (user
ID and password) or scan
the QR code.

11 12

INTERNET SHARING LANGUAGE

RID 68XV-AM6R-B8VM-Q3L INTERNET SHARING

PASSWORD
START SCREEN

[G7 SCAN QR-CODE

VERSION
LOCAL IP
RESET APP.
Select “Done”. Select “Locations”.

27
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13

PO T Ll 5%l 1514

Locations

il Hove

87)

When using a connection
via the Internet, the
location screen is displayed
with the Internet symbol.

PO T Ll 5%l 1517

Locations

2 HOME

87)

15

PO T Ll 5%l 1514

Locations

@)

il Hove

87)

If your smartphone/tablet is
in the Berner-Box network,
the location screen is
displayed with the network
symbol.

Select the Location
(Berner-Box).

16

PO T Ll so%l 1513

Home NEXT

LOGIN TO THE BOX

USER @%

PASSWORD

Enter user name and password
(see access data you received
from the administrator). The

password can be changed under

“Settings”, “Change user
password”.

Tl eaxB 17:40

+
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The device overview is
displayed. To test the
function, select the device.

The user interface is
displayed. Transmit the
commend by pressing the
pulse button. The app of
the new user is set up to
operate via the Internet
and on the network.
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